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I. Introduction

1. The Irish Human Rights Commission (IHRC) is Ireland’s National Human Rights Institution, set up by the Irish Government under the Human Rights Commission Acts 2000 and 2001.
 The IHRC has a statutory remit under the Human Rights Commission Act 2000, to endeavour to ensure that the human rights of all persons in the State are fully realised and protected in the law and policy of the State. The IHRC seeks to ensure that Irish law and policy set the standards of best international practice. Its functions include keeping under review the adequacy and effectiveness of law and practice in the State relating to the protection of human rights, and making such recommendations to the Government as it deems appropriate in relation to the measures which the IHRC considers should be taken to strengthen, protect and uphold human rights in the State.

2.  On the 19 November 2008, the Minister for Justice, Equality and Law Reform (the Minister for Justice) referred the Scheme of the Criminal Justice (Covert Surveillance) Bill 2008 (2008 Scheme) to the IHRC pursuant to Section 8(b) of the Human Rights Commission Act 2000. The IHRC was in the process of finalising its Observations on the 2008 Scheme when the Minister for Justice published the Criminal Justice (Surveillance) Bill 2009 (2009 Bill) on the 17 April 2009. In pursuance of its statutory mandate the IHRC therefore considers it appropriate to make observations and issue recommendations on the 2009 Bill as published.
3. The IHRC is pleased to note that some of the concerns that the IHRC had relating to the 2008 Scheme have been resolved in the 2009 Bill. Overall the IHRC welcomes the 2009 Bill which provides the necessary legal framework for surveillance activities. The 2009 Bill contains a number of vital and welcome safeguards, such as the requirement for judicial supervision of an authorisation for surveillance in most circumstances.
 The 2009 Bill further provides that in applying for or authorising the exercise of surveillance powers the officer, superior officer
 or District Court judge as the case may be should be satisfied that the surveillance is the least intrusive means available having regard to its objectives, that the surveillance is proportionate to its objectives having regard to the likely impact on the rights of the person and that the duration of the measure is reasonably required to achieve its objectives.
 The IHRC warmly welcomes these and further safeguards contained in the 2009 Bill.

4. The 2009 Bill applies to surveillance carried out by An Garda Síochána, the Defence Forces and officers of the Revenue Commissioners.
 In the case of An Garda Síochána the surveillance powers relate to the investigation of arrestable offences, which are offences for which a person can be punished by imprisonment for a term of five years or more. In the case of both An Garda Síochána and the Defence Forces the surveillance powers relate to maintaining the security of the State. In the case of officers of the Revenue Commissioners, surveillance powers relate to the investigation of revenue offences as defined under section 1 of the 2009 Bill
 which are arrestable offences. 
5. The IHRC notes that the 2009 Bill does not apply to surveillance carried on by private individuals. The Privacy Bill 2006 which has been at first stage in the Seanad since July 2006, proposes that a tort would be committed where a person wilfully or without lawful authority violates the privacy of an individual by subjecting them to surveillance as defined under section 1 of the Privacy Bill 2006. The IHRC notes that the Privacy Bill has been delayed for some time before the Houses of the Oireachtas. While it is outside the remit of these present observations to comment in detail on that legislative proposal, the IHRC urges the Government to advance legislative reform to effectively protect the right to private life in a manner that does not disproportionately impact upon the protection of other human rights.
 
6. The IHRC has a number of specific concerns with the text of the 2009 Bill as published and in making these observations aims to ensure that the 2009 Bill complies to the fullest extent possible with Ireland’s obligations under the Constitution and international human rights law.

II. Observations on the Criminal Justice (Surveillance) Bill 2009

(a) Definition of a Surveillance Device
i. Relevant Provisions of the 2009 Bill
7. Section 1 of the 2009 Bill includes definitions of “surveillance”, “surveillance devices” and “tracking devices”. The definition of a surveillance device is stated not to include an apparatus designed to enhance visual acuity or night vision where it is not being used to record any person; a CCTV within the meaning of section 38 of the Garda Síochána Act 2005; or a camera, to the extent to which it is used to take photographs of any person or any thing that is in a place to which the public has access. A tracking device is defined as a surveillance device that is used only for the purpose of providing information regarding the location of a person, vehicle or thing. 
ii. Relevant Human Rights Law
8. Article 8(1) of the European Convention for the Protection of Human Rights and Fundamental Freedoms (ECHR) provides the everyone has the right to respect for their private life, family life, home and correspondence. Article 8(2) of the ECHR allows the State to justify interference with these rights where such interference is in accordance with law and is necessary in a democratic society in the interests of national security, public safety, and for the prevention of disorder or crime among other grounds. For an interference to be regarded as necessary in a democratic society, it should be proportionate to the legitimate aim pursued and there should be adequate and effective safeguards in place to prevent arbitrary interferences with rights. 

9. The Irish Constitution also protects the fundamental rights of citizens in relation to, inter alia, privacy.
 In Kane v. Governor of Mountjoy Prison, the Supreme Court stated that an individual has a right to enjoy privacy and that the absence of a specific justification for surveillance could constitute an infringement of his constitutional right to privacy.
 Furthermore, Article 40.5 of the Constitution protects the inviolability of the dwelling providing that the dwelling “[…]shall not be forcibly entered save in accordance with law.” In King v. Attorney General, Mr. Justice Henchy stated that this phrase meant “[…]without stooping to methods which ignore the fundamental norms of the legal order postulated by the Constitution.”
 
10. A central test applied within constitutional law is that any interference with an individual’s rights must be justified by demonstrating that the interference is in pursuit of a legitimate aim and that the interference is proportionate to that aim. The classic statement of proportionality in the context of Irish constitutional law is to be found in the decision of Mr. Justice Costello in Heaney v. Ireland as follows:

The objective of the impugned provision must be of sufficient importance to warrant overriding a constitutionally protected right. It must relate to concerns pressing and substantial in a free and democratic society. The means chosen must pass a proportionality test. They must:—

(a) be rationally connected to the objective and not be arbitrary, unfair or based on irrational considerations;



(b) impair the right as little as possible; and

(c) be such that their effects on rights are proportional to the objective.

11. The concept of ‘private life’ is inherently broad and the European Court of Human Rights (ECtHR) in particular has explored the definition of private life as it relates to surveillance powers on a number of occasions. The ECtHR has declined to give an exhaustive definition of the concept of private life.
 However, the ECtHR has stated that there is a zone of interaction of a person with others, even in a public context, which may fall within the scope of private life.
 Information gathered in the public domain can fall within the scope of private life where it is systematically collected and stored in files held by the authorities.
 In P.G. and J.H v. United Kingdom the ECtHR pointed out that there are a number of considerations of whether a person’s private life is concerned in surveillance measures that take place outside a person’s home or private premises.
 Since there are occasions when people knowingly or intentionally involve themselves in activities which are or may be recorded or reported in a public manner, a person’s reasonable expectations as to privacy may be a significant, although not necessarily conclusive factor.
 Private life considerations may arise once any systematic or permanent record comes into existence of activities carried out by an individual in the public domain.

12. The monitoring of the actions of an individual in a public place by the use of video equipment which does not record the visual data does not as such give rise to an interference with the individual’s private life.
 On the other hand, the recording of the data and the systematic or permanent nature of the record may give rise to such considerations.
 In Rotaru v. Romania and Amann v. Switzerland the compilation of data by security services on particular individuals, even without the use of covert surveillance methods, constituted an interference with the applicants’ private lives.
 In the P.G. case, the recordings of the two applicants’ voices in a police station and the subsequent analysis of the voice sample was held to amount to an interference with the right to private life notwithstanding that it took place in a police station in the context of a police interview.
 In the case of Peck v. United Kingdom the disclosure to the media for broadcast use of video footage of the applicant’s suicide attempt which was caught on CCTV was found to be a serious interference with the applicant’s private life, notwithstanding that he was in a public place at the time.
  
13. In the case of Perry v. United Kingdom the ECtHR stated that the normal use of security cameras per se whether in the public street or on premises, such as shopping centres or police stations where they serve a legitimate and foreseeable purpose, does not raise issues under Article 8(1) of the ECHR.
 However, in that case the police regulated the security camera so that it could take clear footage of the applicant in the custody suite and inserted it in a montage of film of other persons to show to witnesses for the purposes of seeing whether they identified the applicant as the perpetrator of the crimes under investigation. The ECtHR stated that the permanent recording of the footage and its inclusion in a montage for further use can be regarded as processing or collecting personal data about the applicant.
 The ECtHR noted that the footage in question had not been obtained voluntarily or in circumstances where it could be reasonably anticipated that it would be recorded and used for identification purposes and therefore concluded that there had been an interference with right to private life under Article 8.
 
14. The use of cameras by the police to take photographs to observe or record the presence or actions of persons in public places has been considered under the ECHR. In Friedl v. Austria the former European Commission for Human Rights rejected an Article 8 complaint in respect of the police photographing and retaining the photographs of participants in a public demonstration.
 In that case, the demonstration was unlawful and the demonstrators had been advised of that fact by the police and asked to leave before the photographs were taken, the photographs had not been entered into a data-processing system and the authorities had taken no steps to identify the persons photographed by means of data processing. However, it would seem from S and Marper v. United Kingdom that the ECtHR may take the same restrictive approach to the compilation and maintenance of a database of photographs as it now does with fingerprints.

iii. Analysis and Recommendations
15. CCTV cameras operated in accordance with section 38 of the Garda Síochána Act 2005, are excluded from the definition of a surveillance device. Section 38 of the 2005 Act empowers the Garda Commissioner to authorise the installation and operation of CCTV for the sole or primary purpose of securing public order and safety in public places by facilitating the deterrence, prevention, detection and prosecution of offences. Section 38 of the 2005 Act does not specify standards around the operation of CCTV or the purposes for which CCTV footage can be used but simply provides that the Garda Commissioner in authorising the use of CCTV can specify such terms as he or she considers necessary. The Department of Justice has issued a Code of Practice for Community-Based CCTV Systems which sets out in more detail standards in relation to the purposes of CCTV, the processing of CCTV images and access to and disclosure of images to third parties among other issues. This is a non-binding Code of Practice and compliance with its terms is to be monitored by the “data controller” who is managing and operating the system.

16. As a general concern, the IHRC considers that there is insufficient regulation and a lack of safeguards surrounding the use of CCTV cameras for the investigation or detection of offences in Irish law. The IHRC considers that further regulation of this area is needed particularly where CCTV is used for purposes that are not reasonably foreseeable.
17. The IHRC is concerned that a camera, to the extent to which it is used to take photographs of any person or any thing that is in a place to which the public have access, is excluded from the definition of a surveillance device. As stated above, the compilation and maintenance of a database of photographs would appear to give rise to an interference with the right to respect for private life. To ensure full compliance with Article 8 of the ECHR, the IHRC considers that activities such as photographing persons where it is carried out in a targeted, ongoing and repeated manner for the purposes of monitoring and/or recording the activities of such persons should come within the definition of “surveillance” in the 2009 Bill and should be subject to the same safeguards as other forms of surveillance.  
Recommendations:
18. The IHRC recommends that the use of CCTV cameras should be further regulated by law with adequate and effective safeguards concerning its use, particularly where CCTV footage is used for purposes that are not reasonably foreseeable.

19. The IHRC recommends that the definition of surveillance under the 2009 Bill should be extended to include the targeted, ongoing and repeated photographing of persons for the purposes of monitoring and/or recording the movements, activities and communications of such persons.
(b) Tracking Devices
i. Relevant Provisions of the 2009 Bill

20. Section 8 of the 2009 Bill provides for a separate system of authorisation for “tracking devices” as defined in Section 1. This section empowers the relevant authorities to monitor the movements of persons, vehicles or things using a tracking device for up to 4 months where the use of a tracking device has been authorised by a superior officer. In applying for and authorising the use of a tracking device, both the officer and the superior officer must be satisfied that the requirements of subsections 4(1), (2) or (3) have been fulfilled and that the surveillance is justified having regard to the matters referred to in subsections 4(5)(b) and (c). In addition, both officers should be satisfied that the information or evidence sought could be reasonably obtained by the use of a tracking device for a specific period of time that is as short as reasonably practicable. Moreover, the authorising officer must have reasonable grounds for believing that the surveillance would be authorised under section 5.
ii. Relevant Human Rights Law

21. As stated above, the ECtHR has held that private life considerations arise once any systematic or permanent record comes into existence of activities carried out by an individual in the public domain.
 The tracking of the location of a person, vehicle or thing and the recording of data relating to this surveillance, regardless of whether such activity is carried out in a public place, amounts to an interference with the right to respect for private life. Where an interference with the right to private life is authorised by law, there should be adequate and effective safeguards in place to ensure that such interference is not arbitrary.
22. In the case of Klass and Ors. v. Germany the ECtHR stated that it considers that in the field of surveillance where abuse is potentially so easy in individual cases and could have such harmful consequences for democratic society as a whole, it is in principle desirable to entrust supervisory control to a judge.
 However, in the Klass case, having regard to the nature of the supervisory and other safeguards provided for by the relevant legislation in Germany, it concluded that the exclusion of judicial control did not exceed the limits of what may be deemed necessary in a democratic society. Under the German legal framework there were various judicial and parliamentary safeguards in place that the ECtHR considered provided ‘adequate and effective guarantees’ against abuse by the authorities.

iii. Analysis and Recommendations

23. The tracking of the movements of persons, vehicles or things using a tracking device for up to 4 months for purposes of surveillance and the recording of data in relation to such movements amounts to an interference with the right to respect for private life under Article 8 of the ECHR. The IHRC considers that this type of surveillance should be subject to the same types of safeguards provided for in relation to the other types of surveillance envisaged under the 2009 Bill, in particular, there should be judicial supervision of the use of such devices. There is no explanation offered in the Explanatory Memorandum to the 2009 Bill as to why surveillance activities of this kind should be subject to less stringent safeguards than other types of surveillance activity. The maximum duration of the authorisation, 4 months, is also longer than that allowed for the other types of surveillance.
Recommendations:

24.  The IHRC recommends that consideration should be given to amending the 2009 Bill to provide that where the relevant authorities seek to use a tracking device to track the movements of persons, vehicles or things they should be required to apply to a judge for such authorisation in accordance with section 5 of the 2009 Bill so that the same safeguards are applied to the use of all types of surveillance devices including tracking devices.
25. The IHRC further recommends that the maximum duration for which the use of a tracking device can be authorised should be reduced.
(c) Supervisory Powers and Complaints Procedure
i. Relevant Provisions of the 2009 Bill

26. Section 12 of the 2009 Bill sets out the procedure to be followed for the designation of a High Court judge to oversee the operation of the legislation and outlines the powers and duties of the judge. The judge is required to report to the Taoiseach from time to time and at least once every 12 months concerning any matters relating to the operation of sections 4 to 8 of the 2009 Bill and the Taoiseach is required to lay such report before the Houses of the Oireachtas. A person in charge of a Garda station, or place under the control of the Defence Forces or Revenue Commissioners, is required to ensure that the designated judge has access to those places and authorisations, written records of approval, reports and other relevant documents that the designated judge may request. 
27. Section 11 provides for a complaints procedure. Where a person believes that he or she might be the subject of surveillance he or she can apply to a Referee for an investigation into the matter. Where the Referee forms the view that a contravention of the legislation was material and it is justified in all the circumstances, he or she can refer the matter to the Garda Síochána Ombudsman Commission (GSOC), the Minister for Defence in the case of a contravention by the Defence Forces and the Minister for Finance in the case of a contravention by the Revenue Commissioners.
 

ii. Relevant Human Rights Law

28. Article 13 of the ECHR guarantees the availability at national level of an effective remedy to enforce the substance of the ECHR rights and to provide redress where an arguable claim has been raised relating to an alleged violation of rights. In Klass v. Germany the ECtHR acknowledged that the secrecy of covert surveillance measures rendered it difficult, if not impossible, for the person concerned to seek any remedy of his own accord, particularly while surveillance is in progress.
 However, the ECtHR stated that what is required under Article 13 in the context of covert surveillance is a remedy that is as effective as can be having regard to the restricted scope for recourse inherent in any system of secret surveillance.
 In examining the German legal framework for surveillance in the Klass case, the ECtHR noted that the competent authority is required to inform the person concerned as soon as the surveillance measures are discontinued where notification can be made without jeopardising the purpose of the surveillance. Following this notification, various legal remedies become available to the individual before the German Courts. The ECtHR concluded that the aggregate of remedies provided for under German law satisfied the requirements of Article 13 in that case.
  

iii. Analysis and Recommendations

29. The IHRC welcomes the role of the judge who is empowered to keep under review the operation of sections 4-8. In accordance with Article 13 of the ECHR in the context of covert surveillance there should be in place a remedy that is as effective as possible having regard to the restricted scope for recourse inherent in any system of secret surveillance.
 The IHRC considers that in the event that a report of the designated judge reveals a case in which an individual has been the subject of surveillance in contravention of the legislation, there should be some mechanism in place to inform the individual concerned so that they can exercise any further causes of action or remedies available to them. In particular, such persons should be informed of the complaints system under section 13 of the legislation.  Furthermore, the IHRC considers that in order to facilitate the supervising judge to effectively exercise his or her supervisory powers, the Garda Síochána, Defence Forces and Revenue Commissioners should be required to furnish a report on the exercise of the surveillance powers to the designated judge on a regular basis.

30. The IHRC is further concerned that where a material contravention of the legislation is detected in the course of an investigation by the Referee, he or she will then refer the case to the Minister for Defence or Minister for Finance as the case may be, rather than to an independent complaints mechanism such as GSOC where the contravention involves a member of An Garda Síochána. The IHRC considers that the Ombudsman for the Defence Forces should also be empowered to investigate contraventions of the surveillance legislation where it involves a member of the Defence Forces.
 Similarly, in the case of the Revenue Commissioners an appropriate mechanism, independent of the Minister for Finance, should be empowered to investigate a contravention of the legislation by the Revenue Commissioners.
Recommendations:

31. In the event that the investigation of the designated judge under section 12 reveals that an individual has been the subject of surveillance in contravention of the legislation, the IHRC recommends the legislation should provide for a mechanism to inform the individual concerned so that they can exercise any further causes of action or remedies available to them in particular under section 13.
32. In order to facilitate the supervising judge to effectively exercise his or her supervisory powers, the legislation should require An Garda Síochána, the Defence Forces and Revenue Commissioners to furnish information to the designated judge on a regular basis in relation to the operation of their surveillance powers. 

33. The IHRC recommends that where a material contravention of the legislation is detected by the Referee following an investigation under section 13, he or she should be empowered to refer the matter for further investigation to the Ombudsman for the Defence Forces where the matter relates to a member of the Defence Forces. Where a material contravention of the legislation is detected by the Referee relating to surveillance by an officer of the Revenue Commissioners an appropriate mechanism, independent of the Minister for Finance, should be empowered to investigate a contravention of the legislation.
(d) Powers of Surveillance not Extended to GSOC

i. Relevant Provisions of the 2009 Bill

34. Section 17 of the 2009 Bill proposes to amend Section 98(5) of the Garda Síochána Act 2005 so that the provisions of the 2009 Bill once enacted will not be extended to include the GSOC. Therefore GSOC will not be empowered to carry out the surveillance envisaged within the scope of the 2009 Bill.
ii. Relevant Human Rights Law

35. The ECtHR has established positive procedural standards regarding the investigation of cases relating to allegations of violations of the right to life and the right to freedom from torture, inhuman and degrading treatment or punishment under Articles 2, 3 and 13 of the ECHR.
 In accordance with this jurisprudence, for an investigation into such allegations to be regarded as effective it should be capable of leading to the identification and punishment of those responsible.
 The ECtHR has made it clear that this is not an obligation of result, but rather an obligation of means.
 The investigating authority must have the mandate to establish the key issues of responsibility and liability and must have taken the reasonable steps available to it to secure the evidence.
 Any deficiency in the investigation which undermines the ability of the investigating authority to establish whether an alleged violation of Article 2 or Article 3 has taken place, will risk falling foul of this standard.
 
iii. Analysis and Recommendations 

36. The 2009 Bill makes provision for not only An Garda Síochána to carry out surveillance but also the Defence Forces and the Revenue Commissioners.  However, the 2009 Bill currently excludes GSOC from its remit. GSOC is excluded from the 2009 Bill, notwithstanding that the functions of GSOC include the investigation of complaints concerning death of, or serious injury to a person
 and the investigation of alleged arrestable offences involving members of An Garda Síochána.
 As noted above, where there is an alleged violation of Articles 2 or 3 of the ECHR by State agents, the independent investigating authority must have the powers and means to establish whether an alleged violation of the ECHR has taken place. A failure to extend surveillance powers to the body which is charged by the Oireachtas with independent oversight of the police may seriously limit the capacity of GSOC to discharge its functions effectively as they relate to the investigation of arrestable offences.  
37. Furthermore, excluding GSOC from the surveillance legislation is out of line with good practice in other jurisdictions including Northern Ireland
, England and Wales.
 While surveillance may be used by GSOC very rarely, failure to extend surveillance powers to this oversight body may undermine public confidence in the ability of GSOC to effectively investigate serious criminal wrongdoing by using means that are increasingly regarded in many jurisdictions as essential for countering serious crime.
Recommendation:

38. The IHRC recommends that section 17 of the 2009 Bill should be amended to remove the proposal to amend section 98(5) of the Garda Síochána Act 2005. In addition, the 2009 Bill should explicitly include powers of surveillance for GSOC.  
(e) Codes of Practice for the Operation of Surveillance Powers

i. Relevant Provisions of the 2009 Bill

39. Section 16 of the 2009 Bill provides that the Minister for Justice, Minister for Defence or Minister for Finance as the case may be shall make regulations prescribing any matter or thing which is referred to in the Act as prescribed or to be prescribed by the relevant Minister. For example, section 7(7) provides for regulations relating to the written record of approval of a superior officer who has authorised surveillance under section 7 and section 10(2) provides that regulations shall be drafted prescribing the person or categories of persons who are to have access to information relating to surveillance authorisations. 

ii. Relevant Human Rights Law

40. In its recent policy statement Human Rights Compliance of An Garda Síochána the IHRC recommended that when legislation governing Garda powers in key aspects of operational policing is being drafted or reviewed, consideration should be given, where appropriate, to including a provision to provide the Minister for Justice with the power to issue supplementary codes of practice to accompany statutory Garda powers.
 The purpose of a code of practice in this area would be to govern the exercise of surveillance powers, in this case by An Garda Síochána, the Defence Forces and the Revenue Commissioners. A code of practice in this area would comprehensively set out the policy and procedures to be followed, inform the relevant officers’ decisions and regulate the relevant officers’ powers in a transparent manner. Such a code of practice should be proofed against and underpinned by the relevant human rights standards.
 The IHRC considers that the surveillance legislation should provide the relevant Minister with the power to issue codes of practice and should stipulate that the relevant Minister is required to engage in an appropriate consultation process prior to issuing the code (or codes) of practice.
 

41. In addition, it is essential that effective compliance measures are incorporated into Garda codes of practice. Codes of practice should generally include a requirement for contemporaneous record-keeping by members of An Garda Síochána, the Defence Forces or the Revenue Commissioners. Furthermore, the IHRC considers that when appropriate a breach of a code of practice should invoke disciplinary action.
 

iii. Analysis and Recommendations

42. The IHRC considers that it is in the interests of the Garda Síochána, the Defence Forces and the Revenue Commissioners that further guidance be provided as to operation of surveillance powers under the legislation. The IHRC notes that within the United Kingdom, Section 71 of the Regulation of Investigatory Powers Act 2000 obliges the Home Secretary to issue codes of practice relating to the exercise of surveillance powers and duties.
 The IHRC is of the view that a detailed and accessible human rights based code of practice in relation to the operation of surveillance powers under the legislation is an important aspect of ensuring that surveillance is accompanied by adequate and effective safeguards. The IHRC further considers that effective compliance measures should be incorporated into a code of practice on surveillance and where appropriate a breach of the code of practice should invoke disciplinary action.

Recommendation:
The IHRC recommends that serious consideration be given to including a requirement that the Minister for Justice, Minister for Defence or Minister for Finance as the case may be, issue a code (or codes) of practice in relation to the operation of the legislation. Such code (or codes) should be proofed against and underpinned by the relevant human rights standards. Where a code of practice is issued effective compliance measures should be incorporated into such as code and where appropriate a breach of the code of practice should invoke disciplinary action.
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� Section 5 of the 2009 Bill.


� Superior officer is defined in Section 1 of the 2009 Bill to mean: (a) in the case of the Garda Síochána, a member of the Garda Síochána not below the rank of superintendent; (b) in the case of the Defence Forces, a member of the Defence Forces not below the rank of colonel; and (c) in the case of the Revenue Commissioners, an officer of the Revenue Commissioners not below the rank of principal officer.


� Section 4(5) of the 2009 Bill.


� Section 2 of the 2009 Bill.


� Revenue offences are defined in section 1 of the 2009 Bill to mean the following: (a) section 186 of the Customs Consolidation Act 1976; (b) section 1078 of the Taxes Consolidation Act 1997; (c) section 102 of the Finance Act 1999; (d) section 119 of the Finance Act 2001; (e) section 79 of the Finance Act 2003; (f) section 78 of the Finance Act 2005.


� See further recommendations of the Law Reform Commission in the Report on Privacy, Surveillance and the Interception of Communications, 1998; Consultation Paper on Privacy, Surveillance and the Interception of Communications, 1996.


� Article 40.3 protects the right to privacy which was recognised as an unenumerated right in Kennedy et al. v Ireland [1987] IR 587. 


� Kane v. Governor of Mountjoy Prison [1988] 1 IR 757. In this case, the applicant was followed continuously by a large number of Gardaí who were awaiting the execution of an extradition warrant to Northern Ireland. The Supreme Court stated that the absence of specific justification for the overt surveillance of an individual could constitute an infringement of his constitutional right to privacy and could be unlawful. However, on the facts of the case, whereby Gardaí were expecting the Royal Ulster Constabulary to issue a warrant in relation to subversive activities, the Supreme Court held that overt surveillance was permitted. The Supreme Court noted that such overt surveillance had to be accompanied by a “specific adequate justification”. �
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� Peck v. United Kingdom Judgment of 28 January 2003, (2003) 36 EHRR 41 at para 57.


� Rotaru v. Romania, Judgment of 4 May 2000, (2000) ECHR 192 at para. 43.


� P.G. and J.H. v United Kingdom ECtHR Unreported, 25 September 2001, Application No. 44787/98 at para. 57.
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� Ibid. para. 59.
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� P.G. and J.H. v United Kingdom ECtHR Unreported, 25 September 2001, Application No. 44787/98 at para. 62.


� Peck v. United Kingdom Judgment of 28 January 2003, (2003) 36 EHRR 41.


� Perry v. United Kingdom Judgment of 17 July 2003, (2004) 39 EHRR 76.


� Ibid. para. 41.


� Ibid. para. 43.


� Friedl v. Austria, Application no. 15225/89, 26 January 1995.


� S. and Marper v. United Kingdom Judgment of 4 December 2008, Application nos. 30562/04 and 30566/04. See further Dermot P.J. Walsh, Human Rights and Policing in Ireland: Law, Policy and Practice, 1st ed, Clarus Press, Dublin, 2009, pp. 162-175.


� Section 8 of the Code of Practice for Community-Based CCTV Systems.


� See above para. 11.


� Klass v. Germany Judgment of 6 September 1978, (1978) 2 EHRR 214, at para. 49.


� Ibid. para. 50. See paras 51 et seq. of the judgment for an in-depth discussion on the precise safeguards in place. 


� Section 11(5) of the 2009 Bill.


� Klass v. Germany Judgment of 6 September 1978, (1978) 2 EHRR 214 at para. 68.


� Ibid. para. 69.


� Ibid. para. 72.


� Ibid. para. 69.


� See further Ombudsman (Defence Forces) Act 2004.


� Keenan v. United Kingdom Judgment of 3 April 2001, (2001) 33 EHRR 1357; McKerr v. United Kingdom Judgment of 4 May 2001, Application no. 28883/95; Shanaghan v. United Kingdom Judgment of 4 May 2001, Application no. 377715/97; Jordan v. United Kingdom Judgment of 4 May 2001, Application no. 24746/94; Kelly and Ors. v. United Kingdom Judgment of 4 May 2001, Application no. 30054/96.


� Jordan v. United Kingdom Judgment of 4 May 2001, Application no. 24746/94, at para. 107.


� Ibid. para. 107.


� Ibid.
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� Section 91 of the Garda Síochána Act 2005.


� Section 82(1) and Section 98 of the Garda Síochána Act 2005.


� Under Section 56(3) of the Police (Northern Ireland) Act 1998 a person employed by the Police Ombudsman for Northern Ireland shall for the purpose of conducting, or assisting in the conduct of, an investigation have all the powers and privileges of a constable throughout Northern Ireland and the adjacent United Kingdom. 


� Under Section 4(1) of the Independent Police Complaints Commission (Investigatory Powers) Order 2004 certain officers of the IPCC are prescribed as being capable of authorising surveillance for the purposes of section 30 of the Regulation of Investigatory Powers Act 2000. 


� See further IHRC, Policy Statement Human Rights Compliance of An Garda Síochána, April 2009, pp. 39-43.


� On human rights proofing see further ibid. pp. 37-39.


� Ibid. pp. 42-43.


� The IHRC previously recommended that disciplinary proceedings should result where there has been a breach of the Garda Code of Ethics by a member of An Garda Síochána. See IHRC, Observations on the Scheme of the Garda Síochána Bill, 2003, November 2003. See further IHRC, Policy Statement Human Rights Compliance of An Garda Síochána, April 2009, pp. 41-43.


� Part II of the Investigatory Powers 2000 Act (2000 Act) permits the Home Secretary to issue one or more codes of practice relating to the exercise and performance of the powers and duties under Parts I to III of the 2000 Act, section 5 of the Intelligence Services Act 1994 (warrants for interference with property or wireless telegraphy for the purposes of the intelligence services), and Part III of the Police Act 1997 (authorisation by the police or customs and excise of interference with property or wireless telegraphy). Part I of the 2000 Act relates to interception of communications; Part II of the 2000 Act relates to acquisition and disclosure of communications data; and Part III of the 2000 Act relates to surveillance and covert human intelligence sources. The Home Secretary issued a code of practice in relation to Covert Surveillance in 2002. 
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