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I. Introduction

The Irish Human Rights Commission (IHRC) is an independent statutory body, established under the Human Rights Commission Act 2000, to ensure that the human rights of all people in Ireland are promoted and protected in law, policy and practice. One of the roles of the IHRC is to review the adequacy and effectiveness of law and policy in the State in relation to Constitutional and international human rights standards deriving from the Irish Constitution and international treaties to which Ireland is a party. Once it has carried out such an assessment, the IHRC makes recommendations to the Government concerning the measures that should be taken to strengthen, protect and uphold human rights in Ireland, in line with Ireland’s Constitutional and international obligations.
In June 2008, the Department of Health and Children issued a Discussion Paper on the Proposed Health Information Bill (Discussion Paper). The Discussion Paper is accompanied by the Audit of Key International Instruments, National Law and Guidelines Relating to Health Information for Ireland and Selected Other Countries (Audit Paper). The IHRC was pleased to be invited to submit its views on the proposed Health Information Bill (proposed Bill) by the Minister for Health and Children. The main purposes of the proposed Bill as defined in the Discussion Paper are: 
· To establish a legislative framework to enable information – in whatever form – to be used to best effect to enhance medical care and patient safety,

· To facilitate greater use of information technologies for better delivery of patient services, and 

· To underpin an effective information governance structure for the health system generally.

The IHRC acknowledges the importance of improved access and sharing of information throughout the health system in Ireland. However, the proposed Bill raises important issues of individual privacy in the field of data retention and the use of data. Given the significance of the human rights issues raised, the IHRC believes that a widespread and inclusive debate as a prelude to the introduction of the proposed legislation is essential. The IHRC therefore welcomes the open and consultative process the Department of Health and Children has engaged in during the preparation of the new legislation. The Discussion Paper as well as the accompanying Audit Paper are welcome initiatives in fostering an informed debate. The IHRC is particularly pleased that both Papers are informed by Ireland’s national and international human rights obligations. 
In the present submission, the IHRC wishes to provide its preliminary views by elaborating on certain human rights standards that it believes should underpin the proposed Bill. On the basis of these standards, the IHRC makes a number of recommendations which it considers are necessary to uphold and strengthen the human rights of persons who will be affected by the proposed legislation. 
II. Relevant International and National Human Rights Standards
The Audit Paper outlines the range of international and national instruments relevant to the area of protecting the privacy and confidentiality of health information. This present submission will focus primarily on Ireland’s human rights obligations under the European Convention for the Protection of Human Rights and Fundamental Freedoms (ECHR). The ECHR has been given express effect in Irish law by way of the European Convention on Human Rights Act 2003, and is directly enforceable in the Irish Courts. Reference is also made to Ireland’s obligations under the UN International Covenant on Civil and Political Rights (ICCPR) as well as the State’s obligations arising from the Constitution and the current legal framework governing data protection in Ireland. 
1. ECHR Obligations in relation to the Organs of the State

Section 3(1) of the European Convention on Human Rights Act 2003, provides that subject to any other statutory provision or rule of law, every organ of the State, which includes public bodies exercising legislative, executive or judicial powers, is required to act in a manner compatible with the State’s obligations under the ECHR.
2. ECHR and the Right to Respect for Private Life

A key human rights issue raised by the proposed Bill is the issue of the retention and use of personal data and the right to respect for private life under Article 8 of the ECHR. The European Court of Human Rights (ECtHR) has held that the collection, storage and use by public authorities of personal data amounts to an interference with the right to respect for private life under Article 8(1) of the ECHR.
  However, there are permissible exceptions to Article 8(1) set out in Article 8(2). The relevant consideration is, therefore, whether an interference can be justified within the exceptions permitted under Article 8(2), which provides that the interference must be “in accordance with law”, in pursuit of a legitimate aim, and, furthermore, necessary in a democratic society in order to achieve that aim. 

In determining whether an interference can be considered to be in accordance with the law, the ECtHR has applied a threefold test. First, the interference must have some basis in national law; second, the law must be accessible; and third, the law must be formulated in such a way that a person can foresee, to a degree that is reasonable in the circumstances, the consequences which a given action will entail.
 The principle behind the foreseeability requirement is the concept that the State should give citizens an adequate indication of the circumstances in which the public authorities are empowered to interfere in their private lives.
In the case of Rotaru v. Romania, the ECtHR considered whether the gathering, storing and use of information on the applicant’s private life by the Romanian Intelligence Service interfered with the right to privacy under Article 8(1).
 The ECtHR found that storing the information and the use of it, coupled with a refusal to allow the applicant an opportunity to refute it, amounted to interference with the applicant’s right to respect for his private life as guaranteed by Article 8(1).
 The Court then proceeded to examine whether the interference with the applicant’s private life could be considered to be “in accordance with the law” as required by Article 8(2). 
Applying the threefold test, the Court found that the storing of information about the applicant's private life had a basis in Romanian law.
 Second, the Court considered that given that the Romanian law was published the requirement that the law is accessible was satisfied.
 Third, the Court examined whether the Romanian law complied with the requirement of foreseeability. 
The ECtHR found that, while the Romanian law provided for information affecting national security to be gathered, recorded and archived, it did not define the kind of information that could be recorded, the categories of people against whom surveillance measures such as gathering and keeping information could be taken, the circumstances in which such measures could be taken or the procedure to be followed. Similarly, the Court noted that the law did not lay down limits on the length of time for which the information could be kept and there was no explicit, detailed provision concerning the persons authorised to consult the files, the nature of the files, the procedure to be followed or the use that may be made of the information thus obtained.
 For these reasons, the Court concluded that the holding and use by the Romanian Intelligence Service of information on the applicant’s private life did not satisfy the foreseeability requirement and therefore was not “in accordance with the law” and constituted a violation of Article 8 of the ECHR.
 

Where the ECtHR finds that an interference with an individuals right to privacy is in accordance with the law of the State, the Court will proceed to consider whether the interference is justified by determining if it is “necessary in a democratic society” for one of the specified legitimate aims set out in Article 8(2) of the ECHR.
 The ECtHR has interpreted the phrase “necessary in a democratic society” to mean that in order to be compatible with the Convention the interference must, inter alia, correspond to a “pressing social need” and be “proportionate to the legitimate aim pursued”.
 In assessing the proportionality of the interference the Court will consider whether adequate and effective safeguards exist to ensure that the interference with the right is no greater than necessary and to protect the individual from an arbitrary or unjustifiable interference.
 

As noted in the Audit Paper, the protection of personal medical data under Article 8 has been the subject of proceedings before the ECtHR. In the case of M.S. v. Sweden, the Court stated;
the protection of personal data, particularly medical data, is of fundamental importance to a person's enjoyment of his or her right to respect for private and family life as guaranteed by Article 8 of the Convention. Respecting the confidentiality of health data is a vital principle in the legal systems of all the Contracting Parties to the Convention. It is crucial not only to respect the sense of privacy of a patient but also to preserve his or her confidence in the medical profession and in the health services in general. The domestic law must afford appropriate safeguards to prevent any such communication or disclosure of personal health data as may be inconsistent with the guarantees in Article 8 of the Convention.

Article 8 of the ECHR has been interpreted by the ECtHR as creating not only duties on States to desist from interfering with individual private life, but also positive duties to ensure that individual privacy and dignity are supported and protected.
 These positive duties encompass a duty on the State to ensure that public and private bodies do not interfere with individual rights and also to guarantee that minimum standards are met in order to safeguard the fundamental rights of individuals.

3. International Covenant on Civil and Political Rights 
The gathering and holding of personal information is also protected under Article 17 of the ICCPR. The ICCPR was ratified by Ireland in 1989. The UN Human Rights Committee, established to monitor the implementation of the ICCPR, has provided interpretative guidance on the content of Article 17.
 It is noteworthy that in relation to the gathering and holding of personal information, the UN Human Rights Committee requires that a number of important safeguards be in place. The Committee has stated that the gathering and holding of personal information, whether by public authorities or private individuals or bodies, must be regulated by law, effective measures must be taken by States to ensure that information concerning a person’s private life cannot be accessed by persons who are not authorised by law to receive, process and use it and that it is never used for purposes incompatible with the ICCPR, every individual should have the right to ascertain whether, and if so, what personal data is stored about them and for what purpose and if such files contain incorrect personal data or have been collected or processed contrary to the provision of the law every individual should have the right to request rectification or elimination.
  
4. National Law 
The right to respect for private life is protected under Article 40.3.1 and 40.3.2 of the Constitution as one of the fundamental personal rights of the citizen. As a qualified right, the right to privacy is subject to restrictions when justified by the “exigencies of the common good”.
 A proportionality test has been applied by the Supreme Court in the context of qualified rights.
 The three-part test provides that a restriction on a Constitutionally protected right is legitimate provided that, the means chosen is rationally connected to the legislative objective and is not arbitrary, unfair or based on irrational considerations, the intrusion on the rights is as little as possible and its operation is such that its effects on the constitutional rights are proportional to the objective.

Data retention and the use of personal data in Ireland are governed by the Data Protection Acts 1988 and 2003.
 The Data Protection Acts provide a considerable number of protections and safeguards concerning the collection, processing, keeping, use and disclosure of personal data. For example, the data controller must obtain and process the information fairly, the data must be accurate and complete and where necessary kept up to date, the data should only be obtained for one or more specified, explicit and lawful purposes and the data should not be processed in a manner incompatible with those purposes.
 Under the Data Protection (Amendment) Act 2003, certain types of personal data are categorised as “sensitive personal data”, which warrant higher standards of protection. Of particular relevance in this context, the “physical or mental health or condition or sexual life of the data subject” is considered as sensitive personal data.

The Freedom of Information Acts 1997 and 2003, govern an individual’s right of access to their personal information held by a public body. The Acts provide an individual with a right to access both personal and non-personal records,
 to have personal records amended
 and to request information regarding acts of public bodies which affect them.

III. Analysis and Recommendations
The Discussion Paper on the proposed Bill notes that the ability of healthcare professionals to access up-to-date health information about an individual whenever and wherever necessary is currently limited and fragmented.
 The Paper states that this gives rise to the concern that the lack of timely access to relevant information increases the risk of individuals not receiving appropriate care. It can also result in an accumulation of inefficiencies in the health system, such as the unnecessary repetition of diagnostic tests.
 Based on international experience, the Discussion Paper outlines the benefits that the proper use of quality based information systems and modern communications technology would bring to Irish health care.
 The Discussion Paper proposes a new legislative framework to create a robust information structure for the Irish health system. 
While appreciating the importance of creating a new health information system to improve access and sharing of information throughout the health system in Ireland, the IHRC considers that the sharing of personal data, particularly medical data, inevitably raises human rights concerns and the more intimate the information the greater those concerns will be. The IHRC considers it essential that adequate and effective safeguards underpin the proposed legal framework to protect the individual from an arbitrary or unjustifiable interference with their right to privacy. In light of the jurisprudence of the ECtHR, the collection, use and sharing of data is only permissible in circumstances where its use is foreseeable in advance, where adequate and effective safeguards exist and where it can be demonstrated that the use and disclosure of the health information is proportionate to the aims being sought to be achieved by the policy. 
1. Accessibility, Foreseeability and Proportionality

The main purposes of the proposed Bill as outlined in the Discussion Paper are set out in the introductory section above. The purpose of the Bill will be an important factor to be considered in assessing whether the intended use of the medical data collected is foreseeable and also to assess the proportionality of any measure that provides for the collection, use and sharing of personal health information. As outlined above, the ECtHR has held that in order for an interference to be “in accordance with law” it must be accessible to the person concerned and foreseeable as to its effects. The IHRC considers that the purpose of the proposed Bill is currently very broadly defined. In the view of the IHRC, any legislation should lay down in well defined terms and with sufficient precision the purpose and function of the proposed health information system. 

It has been noted by the EU Data Protection Working Party
 that electronic health information, apart from being accessible to health care professionals, might generally attract the interest of third parties such as insurance companies and law enforcement officials.
 In the view of the IHRC, the potential uses of any data collected must be explicitly provided for in legislation, so as to limit its use in the future to legitimate purposes and to avoid the dangers of “function creep”. The IHRC considers that the legislation should explicitly set the boundaries in which the authorities can store and make use of the personal health information collected.  In addition, it should specify in explicit terms the persons and bodies, with whom information may be shared, disclosed or transferred. 
Furthermore, the IHRC considers it essential that the proposed Bill defines the term “personal health information”. In this regard, the IHRC acknowledges and welcomes that one of the goals of the proposed Bill is to define “personal health information” in a way that is relevant to the modern Irish health system and to address particular issues relating to genetic information.

a) Recommendations
The IHRC recommends that in order to adequately satisfy the Article 8 ECHR requirements of accessibility, foreseeability and proportionality, the legislation should lay down in well defined terms and with sufficient precision the purpose and function of the proposed health information system. 

The IHRC recommends that the legislation should:
· Explicitly set the boundaries in which the authorities can store and make use of the personal health information collected. 
· Specify in explicit terms the persons and bodies with whom information may be shared, disclosed or transferred. 
· Comprehensively define the term “personal health information”.
2. Adequate and Effective Safeguards

Ireland’s obligations under the ECHR require adequate and effective safeguards to be explicitly provided for in the legislation in order to regulate the collection, use, sharing storage and disclosure of personal health information and to ensure the minimum impairment of the right to respect for private life. The safeguards contained in the provisions of the Data Protection Acts 1998 and 2003 are extremely important in this context. Likewise, the provisions on genetic testing in part 4 of the Disability Act 2005 and the safeguards contained therein are of particular relevance. The IHRC considers it desirable that the proposed Bill incorporates and builds on these existing safeguards in Irish law. 
In drafting the legislation, consideration should be given to the guidance provided by the EU Data Protection Working Party in their Working Document on the processing of personal data relating to health in electronic health records. 
 In particular, consideration should be given to the special safeguards that the Working Party deemed particularly necessary in order to guarantee the data protection rights of the individuals concerned. These safeguards build upon those incorporated into the EU Directive on Data Protection 95/46/EC and the Working Party considers them additional and necessary requirements specific to processing medical data in electronic health record systems.
 They include, inter alia, safeguards to ensure respect for the patient’s self-determination, the need to ensure reliable identification and authentication of patients and health care professionals, safeguards concerning international transfer of medical records, data security and adequate provision for liability issues.
 Further guidance on appropriate safeguards can be drawn from the jurisprudence of the ECHR and from the range of international privacy and data protection instruments as detailed in the Audit Paper.
 
a) Consent

As noted in the Discussion Paper, the extent to which patient consent should determine the use and disclosure of personal health information is a critical matter. Under the Data Protection Acts, explicit consent is one of the legitimate exceptions for the processing of sensitive personal data, including health data.
 Although no definition of consent is provided in the Data Protection Acts, the EU Data Protection Working Party considered that in order to be valid, consent must be a “freely given, specific and informed indication of the data subject’s wishes”.
 This viewpoint was based on the definition of consent provided in Article 2(h) of the EU Directive on Data Protection 95/46/EC. The Working Party went on to state that opt-out solutions will not meet the requirement of being explicit.
 In the view of the IHRC, explicit consent is a crucial safeguard and should be an underlining principle of all relevant aspects of the proposed Bill.

In the view of the IHRC, there is a need to have additional safeguards in place for vulnerable persons, such as children and those with a mental health illness. On the issue of consent, Section 2A(1)(a) of the Data Protection Acts 1998 and 2003 states that personal data shall not be processed by a data controller unless the data subject has given his or her consent to the processing, or if the data subject by reason of his or her physical or mental incapacity or age, is or is likely to be unable to appreciate the nature and effect of such consent, it is given by a parent or guardian or other family members of the data subject as listed in the provision. The IHRC considers that similar protections for vulnerable persons should be provided in the proposed Bill. 

b) Particular Categories of Personal Health Information

The IHRC was pleased to note that one of the goals of the proposed Bill is to provide special rules, where appropriate, to deal with particular categories of personal health information, for example Mental Health Records, to ensure that the rights of the individual concerned are fully supported with due regard to the legitimate interests of others.
 Genetic information contained in DNA may require particular protection, as in addition to personal medical information, analysis of DNA samples can reveal sensitive information about familial relationships. As a result, the IHRC considers that genetic data should be similarly categorised and subject to special rules and appropriate safeguards in the proposed legislation.
c) Personal Health Information of Deceased Individuals

The protections afforded to personal information in the Data Protection Acts 1988 and 2003 do not apply to the personal information of deceased individuals. The Data Protection Acts confine the definition of personal data to data relating to a “living individual”.
 However, the Irish Medical Council in their Guide to Ethical Conduct and Behaviour, has stated that “[t]he medical records of a deceased person remain confidential and death does not absolve a doctor from the obligation of confidentiality.”
 The issue of whether the duty of confidentiality survives the death of the deceased has not been considered in any great detail by the ECtHR. However, in the case Plon v. France the Court acknowledged that the right to medical confidentiality had survived the death of the deceased and thereby it was appropriate for the family members of the deceased to take action to protect the right on his  behalf.

In contrast to the Data Protection Acts, the Freedom of Information Acts 1997 and 2003 apply to deceased individuals. The release of personal information, including medical records, of a deceased person is regulated under Section 28 of the Freedom of Information Act, 1997. In accordance with Section 28 of the Act, the Minister for Finance has issued Regulations setting out, inter alia, the classes of persons who may legitimately have access to personal information of a deceased individual.
 However, as noted in the Discussion Paper, the Information Commissioner has on a number of occasions been critical of these Regulations, describing them as “too general by far”. The information Commissioner has recommended that:

[T]here should be a clear set out statutory provisions governing access to records of deceased persons and, in particular, governing access to the medical records of deceased persons. Not least of the advantages flowing from such as situation is that patients would be aware of what might happen to their medical records, after death, and doctors and hospitals would have the benefit of a clear statement of law on the matter.

The IHRC considers that the drafting of the proposed Bill is an opportune time to comprehensively address the issues surrounding the health records of deceased persons. Consideration should be given to including a clear set of statutory provisions governing access to the medical records of deceased persons. Equally, it is an opportune time to set down an explicit legislative basis providing for similar safeguards in relation to the personal health information of a deceased individual to those which exist for living individuals.
d) Unique Health Identifier

The Discussion Paper outlines the importance of adopting and using a Unique Health Identifier (UHI) for patients to ensure the accurate identification of individuals across all healthcare settings.
  The introduction of a UHI, potentially through the use of the Public Services Number (PPSN), gives rise to considerable concerns, as noted in the Discussion Paper itself. The IHRC considers that any legislative provision which introduces a scheme of unique identification for the health services must incorporate rigorous safeguards to protect the personal health information of every individual and to ensure that the UHI can only be used for the legitimate purposes as set out in the legislation. 

In this regard, the IHRC welcomes the acknowledgement in the Discussion Paper that any adoption of a UHI would make it necessary to expressly prohibit uses of the individual identifier outside the health care system.
 It is also welcome that it has been generally agreed that, at the very least, the individual identifier must not contain substantive information about an individual, be used to establish a single national database of all health records, or be used as a basis for a national identity card system and that the individual should have the right to object to having a UHI generally or to block its use for particular purposes or disclosures.
 

Finally, it is essential that the safeguards provided for in the proposed Bill apply equally to the public and private sector, given that it is intended that the health information will flow between the public and private health sectors in line with patient care requirements. 

e) Recommendations
The IHRC recommends that adequate and effective safeguards should be explicitly set out in the legislation to regulate the collection, use, sharing storage and disclosure of personal health information and to ensure the minimum impairment of the right to respect for private life.

In the view of the IHRC, explicit consent is a crucial safeguard and should be an underlining principle of the relevant aspects of the proposed Bill. The IHRC recommends that there should be additional safeguards in place for vulnerable persons, such as children and those with a mental health illness.
The IHRC recommends that, in addition to mental health records, genetic data should be subject to special rules to ensure that the rights of the individual concerned are fully supported with due regard to the legitimate interests of others.
The IHRC recommends that consideration should be given to including a clear set of statutory provisions governing access to the medical records of deceased persons. Equally, the IHRC considers it is an opportune time to provide a legislative basis for explicitly applying similar safeguards concerning the personal health information of a living person to the personal health information of a deceased individual. 

The IHRC recommends that any legislative provision which introduces a scheme of unique identification for the health services must incorporate rigorous safeguards to protect the personal health information of every individual and to ensure that the Unique Health Identifier can only be used for the legitimate purposes as set out in the legislation.

IV. Conclusion

The IHRC welcomes the present initiative by the Minister and the Department of Health and Children to inform a debate and engage in an open and consultative process on the proposed Bill. The proposed Bill raises important human rights concerns and it is crucial that the correct balance is achieved between an individual’s right to privacy and the broader societal needs of better patient care and safety. While this may pose a difficult legislative challenge, it is essential that this challenge is met in order to comply with the State’s national and international human rights obligations. 

The IHRC hopes that the human rights standards highlighted in this submission and the analysis provided are of assistance to the Minister and the Department of Health and Children in preparing the new legislation. The IHRC would welcome the opportunity to offer further views to the Minister for Health and Children in relation to the proposed Bill, at a later stage.
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