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1.
Summary of the Main Concerns of the IHRC in Relation to the Scheme of the Criminal Justice (International Co-operation) Bill

1.1
Mutual Assistance for the Interception of Communications
A key aspect of the proposed legislation is that EU member States will be entitled to request Ireland to provide them with mutual assistance in order to intercept the communications of a person who is present on Irish territory, and that Ireland will be entitled to make a request to another EU member State to provide it with mutual legal assistance for the interception of communications.  The main piece of legislation governing the interception of communications in Ireland is the Interception of Postal Packets and Telecommunications Messages (Regulation) Act 1993.  The IHRC is of the view that it would be preferable to have some judicial oversight of the initial decision of the Minister for Justice, Equality and Law Reform to authorise the interception of communications under the 1993 Act.

In considering whether or not to authorise mutual assistance for the interception of communications to another State, whether through providing technical assistance or through merely consenting to allow another State to intercept the communications of an individual in Ireland, the IHRC is of the view that the Minister for Justice, Equality and Law reform should have to comply with the standards contained in the 1993 Act to ensure that there are adequate and effective safeguards against the abuse of this power.  Furthermore, in accordance with section 3(1) of the European Convention on Human Rights Act 2003 every organ of the State should perform its functions in a manner compatible with the State’s obligations under the ECHR subject to any statutory provision or rule of law.  Therefore, in considering whether or not to consent to provide mutual assistance to intercept communications or in actually requesting another State to provide such mutual assistance, the Minister should ensure that the requirements of Article 8 of the ECHR are being complied with.  In particular, the Minister should ensure that the interference is in accordance with the law, that it pursues a legitimate aim, and that it is necessary in a democratic society.    
1.2
Mutual Assistance in relation to the monitoring of bank accounts

The IHRC is concerned that under the proposed legislation the Minister has a discretion to allow another State to use the information gathered as a result of a bank monitoring order for purposes other than those originally defined in the request for mutual assistance.  The IHRC recommends that in exercising his/her discretion in this regard the Minister for Justice, Equality and Law reform should do so in a manner compatible with the State’s obligations under Article 8 of the ECHR.

1.3
Agreements between the European Union and the United States of America on extradition and mutual legal assistance in criminal matters

The IHRC is concerned in relation to data protection issues where data gathered as a result of bank monitoring orders for example is being handed over to authorities in the United States.  The IHRC recommends that the proposed legislation should outline clearly how the safeguards contained in the Data Protection Acts will be applied.  In addition, the IHRC is of the view that in line with the prohibition of the death penalty under Irish law and under Protocol 6 of the ECHR, it should be stated clearly in the proposed legislation whether mutual legal assistance will be provided to the United States for the investigation of cases that may involve the imposition of the death penalty.
2.
Introduction:

2.1
Background to the Convention on Mutual Assistance in Criminal Matters

The purpose of this legislative proposal is to give effect in Irish law to the EU Convention on Mutual Assistance in Criminal Matters.  The Convention applies between the Member States of the European Union, and has been established by the Council in accordance with Article 34 of the Treaty of the European Union.  Article 34(2)(d) of the Treaty of the European Union empowers the Council to establish conventions which it shall recommend to the Member States for adoption in accordance with their respective constitutional requirements.    The final text of the Convention was adopted in May 2000.  The stated aim of the Convention is to encourage and modernise co-operation between judicial, police and customs authorities within the Union.  When it was originally being drafted the Convention was seen primarily as a technical measure to improve judicial co-operation within the EU, building on the European Convention on Mutual Assistance in Criminal Matters, adopted by the Council of Europe in 1959.  However, amendments in the later stages of the drafting of the Convention extended the remit of the Convention to improve not only mutual legal assistance between judicial authorities, but also mutual legal assistance between police and customs authorities.
The Minister for Justice, Equality and Law Reform referred the Heads of the Criminal Justice (International Co-operation) Bill to the Commission under section 8(b) of the Human Rights Commission Act 2000 in December 2004.  In this submission the IHRC intends to advise the Minister on the relevant human rights issues that arise from the provisions of the proposed legislation.  However, while we welcome the decision by the Minister to refer the Bill to the Commission, we wish to express a general concern about the process by which legislation of this type is processed and, in particular, about the level of democratic scrutiny and accountability in the drafting process.  Although we are aware that the State is now obliged to incorporate the Convention into its domestic law it has already ceded a large portion of its legislative discretion with regard to the subject matter of the Bill in the course of the drafting process of the source EU legislation.  Therefore, the IHRC believes that any consideration of the human rights issues that are raised by this legislation at this point cannot compensate for inadequate consideration of these issues in the course of drafting the source EU legislation.
  
Concern at the drafting process around agreements such as this EU Convention is not an issue peculiar to Ireland.  In the United Kingdom, for example, the House of Lords Select Committee on the European Union made a number of comprehensive written submissions on working drafts of the Convention on Mutual Assistance in Criminal Matters and on the EU/US Agreements on Extradition and Mutual Legal Assistance.  In particular, the Select Committee and a number of civil liberties groups which made submissions to it expressed concern in relation to the changed nature of the Convention and the extension of its remit at the later stages of drafting.
  In the view of the IHRC, there is much merit in the idea of a transparent scrutiny of the human rights issues involved in such agreements at this earlier stage.  This procedural concern is obviously of wider significance than the present Bill, but we believe that it is of fundamental importance given the ever-expanding competence of the EU in areas of policy and law that have the potential to impact directly on the protection of human rights in Ireland.  This is an issue which the IHRC intends to return in the future.
2.2
Outline of the Heads of Bill
There are currently three parts and seven schedules in the Heads of Bill.  Part I of the scheme deals with the short title, commencement and interpretation of the proposed legislation.  Part II proposes to give some provisions of the Convention and its Protocols the force of law in Ireland, and proposes to incorporate other provisions of the Convention and its Protocols into Irish law through Heads 4A-4I.  Heads 4A-4I are examined in sections 3 and 4 of these observations.  In section 5 of these observations Part III of the scheme is examined.  Part III proposes to amend Part VII of the Criminal Justice Act 1994 to take account of the Convention and its Protocols.  The schedules to the Heads of Bill contain the Convention and its two additional Protocols.  In addition, schedule 6 contains the Council Decision of 6th June 2003 concerning the signature of the Agreements between the European Union and the United States of America on extradition and mutual legal assistance in criminal matters.  Section 6 of these observations examines the agreement contained in schedule 6. 
3.
Mutual assistance in connection with the interception of

Communications     

In relation to the interception of communications, the Heads of Bill deal with three different scenarios each of which is examined separately in the following section:
a. Where Ireland receives a request for mutual assistance when technical assistance is required for the interception or the interception, recording and subsequent transmission of communications.
b. Where Ireland receives a request for mutual assistance for the interception or the interception, recording and subsequent transmission of communications when Ireland’s technical assistance is not required.  

c. Where Ireland issues a request for mutual assistance in connection with the interception of communications.

Heads 4G, 4H and 4I provide that for the purposes of a request for assistance to intercept communications the Government may by order designate a country that has adopted the Convention.  It is proposed that an order made to designate a country in this regard shall be laid before each House of the Oireachtas as soon as may be after it is made.  The Heads of Bill does not clearly state that it is proposed that Ireland will only be entitled receive requests for mutual assistance, or send requests for mutual assistance, to designated countries.   The IHRC is of the view that this should be clearly stated in the proposed legislation. 

Before examining each of the three areas of the proposed Bill identified above in detail, we will look first at the applicable human rights standards and the existing legislative protections of those rights.
2.1
Relevant international human rights standards

Interception of communications
In a number of cases the European Court of Human Rights has examined the extent to which Article 8 protects the citizen from various forms of surveillance.  The Court has found that surveillance can constitute an interference with private life and, that it must be carried out in accordance with law, it must serve a legitimate aim, and it must be necessary in a democratic society.  In order to satisfy the latter test, adequate and effective safeguards must be in place to prevent the possible abuse of the power to carry out surveillance.  In the Klass case the Court stated as follows:

“The Court must be satisfied that, whatever system of surveillance is adopted, there exist adequate and effective guarantees against abuse.  This assessment has only a relative character: it depends on all the circumstances of the case, such as the nature, scope and duration of the possible measures, the grounds required for ordering such measures, the authorities competent to permit, carry out and supervise such measures, and the kind of remedy provided by the national law.”

The Court went on to observe that in this field where abuse is potentially so easy in individual cases, and could have such harmful consequences for democratic society as a whole, it is in principle desirable to entrust supervisory control to a judge.  However, the Court concluded that having regard to the nature of the supervisory and other safeguards in place the exclusion of judicial control in the German legislation does not exceed the limits of what may be deemed necessary in a democratic society.  Under the German legislation considered by the European Court of Human Rights the Minister for Interior has the power to order a surveillance measure which is in turn implemented by an official qualified for judicial office.  This official examines the information obtained in order to decide whether its use would be compatible with the legislation and whether it is relevant to the purpose of the measure.  In addition, an independent parliamentary committee oversees the implementation of the legislation and an independent commission has further supervisory powers.

In the case of Valenzuela Contreras v. Spain
 the Court recapitulated the case-law on this issue and stated that the following minimum standards should be set out in the statute authorising interception of communications in order to avoid abuses of power: a definition of the categories of people liable to have their telephones tapped; the nature of the offences which may give rise to such an order; a limit on the duration of telephone tapping; the procedure for drawing up the summary reports containing intercepted conversation; the precautions to be taken in order to communicate the recordings intact and in their entirety for possible inspection by the judge and by the defence; and the circumstances in which recordings may or must be erased or the tapes destroyed, in particular where an accused has been discharged by an investigating judge or acquitted by a court. 
Retention of personal data
In the case of Leander v. Sweden and in the subsequent cases of Amann and Rotaru the Court stated that the storing of data relating to the private life of an individual in a secret register and the release of such information falls within the application of Article 8(1) of the ECHR and amounts to an interference with private life within the meaning of that article.
  The Court has stated that this broad interpretation corresponds with the Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data.  

The relevant question is whether this interference can be justified within the exceptions allowed under Article 8(2) of the ECHR.  The interference must be in “accordance with law”, it must “pursue a legitimate aim” and it must be “necessary in a democratic society”. To be in “accordance with law” the impugned measure must have some basis in domestic law.  Moreover, the domestic law in question must also have the quality of law in that it must be accessible to the person concerned, and foreseeable as to its effects.
  For the impugned measure to be regarded as being in pursuit of a legitimate aim, personal data must be stored or released for the following reasons: to support the interests of national security, public safety or the economic well-being of the country; to prevent disorder or crime; to protect health or morals; or to protect the rights and freedoms of others.  Finally, the storing or disclosure of personal data must be necessary in a democratic society.  In order to be considered necessary in a democratic society the storage or disclosure of personal data must be proportionate to the legitimate aim pursued.  In particular, adequate and effective safeguards should be in place to regulate the storage and disclosure of such data and to ensure the minimum impairment of the right to respect for private life.

Positive obligations under Article 8

Article 1 of the ECHR provides that “The High Contracting Parties shall secure to everyone within their jurisdiction the rights and freedoms defined in Section I of this Convention”.  Article 8 of the ECHR states that everyone has the right to “respect for his private and family life, his home and his correspondence”.  The jurisprudence of the European Court of Human Rights has established that Article 8 does not merely require the State to abstain from interferences in the rights protected; there is also a positive element to the protection required by Article 8.  Positive obligations under Article 8 can arise where the State is required to take some action to secure respect for the rights included in the article, as distinct from simply refraining from interfering with the rights protected.  In the case of Sheffield and Horsham v. United Kingdom
 the Court stated the following in relation to the positive obligation arising under Article 8:

“The Court reiterates that the notion of “respect” is not clear-cut, especially as far as the positive obligations inherent in that concept are concerned…In determining whether or not a positive obligation exists, regard must be had to the fair balance that has to be struck between the general interest of the community and the interests of the individual, the search for which balance is inherent in the whole of the Convention.”

The European Convention on Human Rights Act 2003
Section 3 of the European Convention on Human Rights Act 2003 requires every organ of the State to perform its functions in a manner compatible with the State’s obligations under the ECHR subject to any statutory provision or rule of law.  

2.2
Existing law regarding interception

The main pieces of legislation in Ireland to protect the rights outlined above are the Interception of Postal Packets and Telecommunications Messages (Regulation) Act 1993 and the Data Protection Acts 1998-2003.
Interception of Postal Packets and 
Telecommunications Messages (Regulation) Act 1993
The 1993 Act empowers the Minister for Justice, Equality and Law Reform to authorise the interception of postal packets and telecommunications messages in certain circumstances, providing safeguards against improper interceptions.  Under the Act, interceptions may be authorised only for the purpose of a criminal investigation and for the protection of state security.  The criminal offence must be serious and other means of investigation must be unlikely to produce evidence of its commission.  If the alleged offence has already been committed there must be a reasonable prospect that the interception would be of material assistance in providing evidence.  In the case of an apprehended offence there must be a reasonable prospect that the interception would be of material assistance in preventing or detecting the crime.

The 1993 Act provides for the designation of a High Court judge who reports to the Taoiseach on the operation of the Act and compliance with its provisions.  A copy of his or her report must normally be laid before each House of the Oireachtas.  In addition, the designated judge has the power to investigate any case in which an authorisation has been given and, for this purpose, has access to any official documents relating to an authorisation or an application for authorisation.  If the judge informs the Minister that he or she considers a particular authorisation should not have been given or that it should be cancelled, the Minister must cancel the authorisation.  Moreover, the 1993 Act provides for a “complaints referee” who must be a judge of the Circuit or District courts or a practising barrister or solicitor of not less than 10 years standing.  Where a person believes that a communication sent to or by him or her has been intercepted in the course of its transmission he or she may apply to the referee for an investigation into the matter.  Therefore, while there is no judicial supervision of the initial decision by the Minister for Justice, Equality and Law Reform to authorise an interception, there is judicial oversight of the operation of the legislation and a complaints mechanism for individuals who want to make a complaint in relation to the interception of their communications. 
Under the 1993 Act the Minister for Justice, Equality and Law Reform is under an obligation to ensure that such arrangements as he or she considers necessary exist to limit to the minimum necessary the disclosure of the fact that an authorisation has been given and the contents of any communication which has been intercepted pursuant to an authorisation.  This obligation extends to arrangements to ensure that copies of any such communication are not made to any extent greater than is necessary and are destroyed as soon as their retention is no longer necessary.  

Data Protection Acts 1988 and 2003
The interception of communications results in the collection and the retention of personal data in relation to persons who are the subject of surveillance.  The provisions of the Data Protection Acts and the safeguards contained therein are extremely important in this context.  Head 5 of the legislative proposal states that for the purpose of the proposed Bill, the 2000 Convention, the first and second Protocols and the Agreement on Mutual Legal Assistance between the EU and the United States of America, the Data Protection Acts 1988 and 2003 shall apply and have effect, with any necessary modifications, to the collection, processing, keeping, use or disclosure of personal data.

Section 11(1) of the Data Protection Act 1988 as amended states that the transfer of personal data by a data controller to a country or territory outside the European Economic Area may not take place unless that country or territory ensures an adequate level of protection for the privacy and the fundamental rights and freedoms of data subjects in relation to the processing of personal data and, in particular but without prejudice to the generality of the foregoing, to:

(a) the nature of the data,

(b) the purposes for which and the period during which the data are intended to be processed,

(c) the country or territory of origin of the information contained in the data,

(d) the country or territory of final destination of that information,

(e) the law in force in the country or territory referred to in paragraph (d),

(f) any relevant codes of conduct or other rules which are enforceable in that country or territory,

(g) any security measures taken in respect of the data in that country or territory and

(h) the international obligations of that country or territory. 

However, subsection (4) of section 11 states that section 11 shall not apply to a transfer of data if the transfer of the data or the information constituting the data is required or authorised by or under any enactment, or any convention or other instrument imposing an international obligation on the State.  Therefore, it would appear that the safeguards contained in section 11 do not apply where the transfer of data is authorised under another piece of legislation or a convention or other agreement.  Subsection (7) provides that the Data Protection Commissioner may, subject to the provisions of section 11, prohibit the transfer of personal data from the State to a place outside the State unless such transfer is required or authorised by or under any enactment or required by any convention or other instrument imposing an international obligation on the State. 

As a preliminary point the IHRC is concerned in relation to data protection issues where personal data is being handed over to authorities outside the State.  Head 5 states that the Data Protection Acts will apply, but the proposed legislation does not specifically outline how the provisions of the Data Protection Acts will apply where personal data is being handed over to authorities outside the State and what modifications will be required to these Acts.  The IHRC is aware that the Data Protection Commissioner has competence in this area and is responsible under statute for upholding the rights of individuals as defined in the Data Protection Acts. 
2.3
Where Ireland receives a request for mutual assistance when technical 
assistance is required for the interception or the interception, recording 
and subsequent transmission of communications, under the proposed Bill
2.3.1
Provisions of the proposed Bill

A request for assistance can be received in this case from either a judicial or prosecuting authority in the requesting state or “any other authority in such a country or territory which appears to the Minister to have the function of making requests”.  There is no definition of “technical assistance” provided in the Heads of Bill.
As a preliminary point, the IHRC notes that there is no exact definition of the term “technical assistance” in the legislative proposal and, is of the view that the proposed Bill should clearly define this term, particularly in relation to the type of technical assistance that it is proposed Ireland will provide when the subject of the intercept is outside of its territory.  For example would the provision of technical assistance involve the physical presence of Irish technicians or other personnel on the territory of another State to carry out the technical assistance?  The IHRC is of the view that a specific definition of the term technical assistance is necessary to provide a clear understanding of the proposed reforms under Heads 4G-4H of the Heads of Bill.  
Under the Heads of Bill it is proposed that Ireland will provide technical assistance where the person who is the subject of the intercept is located in the requesting state, in Ireland or in another state that is not the requesting state.  Head 4G(5) provides that all requests for assistance received by the Irish authorities must include details of the authority making the request; confirmation that a lawful interception order or warrant has been issued by the requesting state; details to identify the subject of the interception; the desired duration of the intercept; and appropriate technical data to enable the intercept to take place.  In the situation where the person who is the subject of the intercept is in Ireland, the request must also include a summary of the facts of the criminal investigation.
Head 4G(9) states that the “service provider” means a postal or telecommunications company or operator that may be in possession of, or be capable of obtaining any communications data that falls within the meaning of the definition of interception as set out in the Interception of Postal Packets and Telecommunications Messages (Regulation) Act 1993.  Where it appears to the Minister for Justice, Equality and Law Reform that a service provider is or may be in possession of, or capable of obtaining any communications data, for the purposes of a criminal investigation the Minister can require the service provider to obtain the data, or to disclose all of the data in his possession or subsequently obtained by him or her.  Where a person who is the subject of the intercept is in Ireland the Minister must comply with the request in accordance with the provisions of the Interception of Postal Packets and Telecommunications Messages (Regulation) Act 1993.

In accordance with Head 4G(7) of the scheme of the proposed legislation, where the subject of the intercept is located in the requesting state or in a state other than the requesting state and Ireland’s technical assistance is required, Ireland undertakes to comply with the request for technical assistance in carrying out an interception.  Under the proposed legislation where Ireland is providing technical assistance extraterritorially it does not have to comply with the provisions of the 1993 Act.  Moreover, it would seem that as long as the requesting state provides the relevant information in accordance with Head 4G(5) Ireland is then obliged to provide technical assistance to that state regardless of the nature of the offence being investigated and the other safeguards that would normally apply.  
2.3.2
Issues of Concern to the IHRC:
(i) 
The Interception of Postal Packets and Telecommunications Messages (Regulation) Act 1993 is the main piece of legislation regulating the interception of communications in Ireland.  The Heads of Bill proposes that when the subject of the intercept is in Ireland and a request for technical assistance has been received from another State the Minister for Justice, Equality and Law Reform will have to comply with the request in accordance with the provisions of 1993 Act.  As outlined above the Minister for Justice, Equality and Law Reform is empowered to authorise an interception provided a number of conditions are satisfied.  In addition, a designated judge of the High Court oversees the operation of the Act, and a complaints referee can hear complaints from individuals who believe their correspondence is being intercepted.  The European Court of Human Rights has held that where there is no judicial supervision of the decision to authorise an interception such as in the 1993 Act, the onus is on the State to demonstrate that the exclusion of judicial control does not exceed the limits of what is deemed necessary in a democratic society, and that adequate and effective safeguards exist to protect the individual against arbitrary abuse of the power to intercept communications.  While the 1993 Act provides for judicial supervision of the operation of the Act and an individual complaints mechanism the IHRC is of the view that it would be preferable to have some judicial supervision of the initial decision to authorise an interception in an individual case.   
(ii)
Section 4 of the 1993 Act lists a number of detailed conditions that need to be met before the Minister can issue an authorisation to allow the interception of communications.  Head 4G(5) provides that requests for technical assistance where the data subject is in Ireland must include details of the authority making the request; confirmation that a lawful interception order or warrant has been issued by the requesting state; details to identify the subject of the interception; the desired duration of the intercept; appropriate technical data to enable the intercept to take place and a summary of the facts of the criminal investigation. As a practical implementation point the IHRC is concerned that in considering requests for technical assistance the Minister for Justice, Equality and Law Reform will find it difficult to comply effectively with the conditions set down in section 4 of the 1993 given the limited information the requesting State is required to supply.    For example, under the 1993 Act it must be demonstrated that there is a reasonable prospect that the interception of communications would be of material assistance in providing information and that investigations not involving interception have failed, or are likely to fail to produce information sufficiently quickly.  The IHRC questions whether the information required to be provided by the requesting state under Head 4G(5) will enable the Minister to effectively assess whether the conditions laid down in section 4 of the 1993 Act have been adequately met.    
(iii)
The IHRC notes that under the proposed legislation, when Ireland receives a request to provide technical assistance to intercept communications outside its territory, the Minister is not required to have regard to the requirements of the 1993 Act.  Moreover, it appears from the wording of the proposed legislation that the Minister will not have the discretion to refuse to provide technical assistance.  In the view of the IHRC this raises the question of what safeguards will be in place to ensure that the interception that Ireland is carrying out outside its territory is not an arbitrary interference with an individual’s Article 8 rights.  The IHRC notes that because the Minister is not required to have regard to the safeguards in the 1993 Act in providing technical assistance this may give rise to the scenario where the Irish authorities are providing technical assistance to intercept communications abroad where they would not be authorised to intercept communications in a similar Irish investigation.  The IHRC recommends that the Minister should be required to have regard to the provisions of the 1993 Act when considering whether or not to provide technical assistance to intercept communications outside its territory.   

2.4
Where Ireland receives a request for mutual assistance for the 
interception of communications where Ireland’s technical assistance is 
not required
2.4.1
Provisions of the proposed Bill
Where the person who is the subject of the intercept is in Ireland and his or her communications are capable of being intercepted without the technical assistance of the Irish authorities, the Government can also receive requests from an authority in a designated country to authorise such interception.  Head 4H(1) provides that notification must be received from a judicial authority, while Head 4H(7) states that notifications should provide information on the “authority” ordering the interception.  The nature of the authority from which Ireland can receive such requests needs to be clarified.  The requesting authority must be acting for the purpose of a criminal investigation which presents the characteristics of being an investigation following the commission of a specific criminal offence, including attempts in so far as they are criminalised under national law.

Notification that an interception will take place must be provided prior to the interception where the requesting state knows when ordering the interception that the subject is in Ireland.  In other cases, where the subject is in Ireland but the requesting state is not aware of this, the requesting state must notify Ireland of the interception after it becomes aware that the subject of the interception is in Ireland.  All notifications of interception should include: details of the authority ordering the interception; confirmation that a lawful interception order has been issued in connection with a criminal investigation; information for the purpose of identifying the subject of the interception; and information on the criminal conduct being investigated and the expected duration of the interception.

Upon receipt of a notification satisfying these criteria the Minister for Justice, Equality and Law Reform is required to respond his or her consent or dissent to the requesting or intercepting State at the latest within 96 hours.  The Heads of Bill states that the consent of the Minister may be subject to any condition which would have to be observed in a similar national case.  Alternatively, Ireland can require that the interception not be carried out or that it should be terminated where the interception would not be permitted in accordance with the provisions of the 1993 Act or for the reasons specified in Article 2 of the European Mutual Assistance Convention.  Where Ireland requires an interception to be terminated it can also require that any material intercepted while the subject was on its territory may not be used or may only be used under conditions which it shall specify.  Finally, Ireland can request an extension of up to 8 days to respond to the requesting State.  Until a decision has been taken by the Minister the intercepting State may continue the interception and may not use the material already intercepted except if otherwise agreed between Ireland and the intercepting State concerned, or for taking urgent measures to prevent an immediate and serious threat to public security.

2.4.2
Issues of concern to the IHRC:  
(i) 
Under Head 4H(8)(i) Ireland can allow the interception to be carried out, or continued where it has already started, where the subject is on Irish territory.  This provision goes on to state that Ireland’s consent may be subject to any conditions which would have to be observed in a similar national case.  The IHRC notes that under section 3(1) of the European Convention on Human Rights Act 2003 the Minister for Justice, Equality and Law Reform is required to perform his function in a manner compatible with the State’s obligations under the ECHR.  Under Article 1 of the ECHR Ireland is required to secure to everyone within its jurisdiction the rights and freedoms defined in the ECHR.  Article 8(1) guarantees the right to respect for private life, family life, home and correspondence.  The Court has held that positive obligations arise under Article 8 and that in determining whether or not a positive obligation exists regard must be had to the fair balance that has to be struck between the general interest of the community and the interests of the individual.  In order to perform his function in a manner compatible with the State’s obligations under the ECHR, the Minister for Justice, Equality and Law Reform should have regard the State’s positive obligation under Article 8 of the ECHR to respect the private life and correspondence of the intercept subject.  In light of Ireland’s positive obligations under Article 8, in considering whether or not to consent to an interception the Minister should ensure that the interference is in accordance with law, that it pursues a legitimate aim, and that the interference is necessary in a democratic society.  
(ii) 
Under Head 4H(8)(a)(iii) where the Minister for Justice, Equality and Law Reform does not give his or her consent to the interception of communications, the Minister can require that any material already intercepted while the subject was on Irish territory may not be used or may only be used under conditions specified by Ireland.  This gives the Minister discretion to allow the intercepting state to use information gathered from the interception of communications even where that interception may not be in compliance with Irish law.  The IHRC reiterates that subject to section 3(1) of the ECHR Act 2000 the Minister for Justice, Equality and Law Reform is required to perform his function in a manner compatible with the State’s obligations under the ECHR.  In considering whether or not to allow the intercepting State the use of information gathered from the interception of communications where the subject of the intercept is in Ireland the Minister should have regard to his obligations under Article 8. 
2.5
Where Ireland issues a request for mutual assistance in connection with 
the interception of communications. 
2.5.1
Provisions of the proposed Bill

Under Head 4I the Minister for Justice, Equality and Law Reform can issue a request to a judicial or prosecuting authority acting for the purpose of a criminal investigation in a country or territory outside the State for the provision of mutual assistance in connection with, or in the form of, the interception, recording and transmission of communications.  The subject of the intercept can be located in the requested State and the technical assistance of that State may, or may not be required.  In addition, the subject of the intercept can be in another state other than the requested state where the technical assistance of the requested state is required.  

Head 4I(3) states as follows: 
“Conduct has lawful authority for the purposes of this section if, and only if, it is authorised by the judicial or prosecuting authority in accordance with the provisions of the 1993 Act, as if it were a measure which would be authorised in that State in a similar national case”.  
This wording seems to require that a judicial or prosecuting authority in the state that Ireland makes a request for assistance to should have regard to Irish law in deciding whether or not to provide assistance to Ireland. 
2.5.2
Issues of concern to the IHRC:

(i) 
Under Head 4I the Minister for Justice, Equality and Law Reform is not explicitly required to have regard to the provisions of the Interception of Postal Packets and Telecommunications Messages (Regulation) Act 1993 Act when making a request for interception of communications outside of Ireland.  Head 4I(3) is unclear and seems to require that the judicial or prosecuting authority in the requested state should have regard to the provisions of the 1993 Act when considering whether or not to grant Ireland’s request for mutual assistance for the interception of communications.  The IHRC is of the view that the proposed legislation needs to be clearer on this point.  The IHRC is further of the view that the proposed legislation should require Minister to have regard to the provisions of the 1993 when making a request for the interception of communications outside Ireland. 
4.
Mutual Assistance in relation to monitoring of bank accounts

There is no direct legal authority from the European Court of Human Rights as to whether or not banking records come within the meaning of private life under Article 8 of the ECHR.  In the case of Niemietz v. Germany
  the Court stated that it did not consider it possible or necessary to attempt an exhaustive definition of the notion of ‘private life’ and that there is no reason in principle why the notion of ‘private life’ should be taken to exclude activities of a professional or business nature.  Academic commentators have suggested that respect for private life involves respect for a person’s “moral and physical integrity, personal identity, personal information, personal sexuality, and personal or private space”.
  Therefore, information contained in a personal or business bank account may come within the definition of “private life” within the meaning of Article 8, and any interference with a person’s financial records may engage the protections afforded under that Article and the obligations on public bodies contained in section 3 of the European Convention on Human Rights Act 2003.
4.1
Provisions of the proposed Bill

Head 4A of the Heads of Bill proposes to give effect to Article 3 of the Protocol of the Convention 2000.  This head states that where the Minister receives a request to monitor banking operations carried out by a natural or legal person he or she may direct the Director of Public Prosecutions or a member of the Garda Síochána not below the rank of Superintendent to apply to a judge of the District Court for an account monitoring order.  The request for such an order can come from a court or tribunal exercising criminal jurisdiction or a prosecuting authority in a country outside the state; from any other authority in such a country which appears to the Minister to have the function of making a request of this kind; from an international authority or from any authority within the state which meets unspecified criteria.  Where the Minister receives this request he or she must be of the opinion that the offence has been committed or that there are reasonable grounds for believing that an offence has been committed and that proceedings in respect of the offence have been instituted or that an investigation into that offence is being carried out.  

The Heads of Bill proposes that an account-monitoring order will be made by a judge of the District Court and will require the financial institution specified in the application for the order to provide account information of the type and for the period specified in the order.  An application for an account-monitoring order may be made ex parte to the judge in chambers.  Account information obtained in pursuance of an account monitoring order is to be given to the Minister and sent by him or her to the authority which made the request.  The Minister may provide that any information that may be furnished in response to a request for an account monitoring order will not, without his consent, be used for any purpose other than that specified in the request. 

The Heads of Bill proposes that the offences for which an account monitoring order can be ordered will be as follows:

a. An offence punishable by a penalty involving deprivation of liberty or a detention order of a maximum period of at least four years in the requesting state and at least two years in the state or country from which the request is received.

b. An offence referred to in Article 2 of the 1995 Convention on the establishment of a European Police Office, or in the Annex to that Convention.
c. An offence referred to in the 1995 Convention on the Protection of the European Communities Financial Interests, the 1996 Protocol thereto, or the 1997 Second Protocol thereto.

Head 4B is similar to Head 4A but it proposes that requests could be made for bank information orders or bank transaction orders.  A bank information order would require the bank to provide any banking information relating to the person in the application that is requested.  A banking transaction order would require the bank to provide information on banking transactions relating to the person in the application.

The explanatory note states that the purpose of Heads 4A and 4B is to give effect to provisions of the protocol of the Convention but also to provide for Articles 4 and 5 of the EU/US Agreement on Mutual Assistance.  Heads 4A and 4B do not define the category of States to which the proposed legislative powers will apply.  However, clearly these particular provisions also apply to the United States as well as European Union member States. 

4.2
Issues of concern to the IHRC:

(i) 
The proposed legislation provides that the Minister for Justice, Equality and Law Reform may provide that any information that may be furnished in response to a request for an account monitoring order will not, without his consent, be used for any purpose other than that specified in the request.  Section 3 of the European Convention on Human Rights Act 2003 requires every organ of the State to perform its functions in a manner compatible with the State’s obligations under the ECHR subject to any statutory provision or rule of law.  Article 8 of the ECHR requires that the retention and disclosure of personal data should be in accordance with a law that is accessible to the person concerned and foreseeable as to its effects.  Moreover, under Article 8 the disclosure of personal data should be in pursuit of a legitimate aim and necessary in a democratic society.  In order to be considered necessary in a democratic society, the disclosure should be proportionate to the legitimate aim pursued and adequate and effective safeguards should be in place regulating the disclosure.  The IHRC recommends that in considering whether or not to consent to the use of the information gathered for purposes other than those specified in the order the Minister should exercise this discretion in a manner compatible with the State’s obligations under Article 8 of the ECHR.  
(ii) 
The IHRC is concerned that the “authority” in the requesting State that the Minister is authorised to receive a request for a bank monitoring order, a bank information order and a bank transaction order is too broadly and loosely defined.

5.
Repeal and re-enactment of the provisions of Part VII of the
Criminal Justice Act 1994
Part III of the Heads of Bill proposes to amend Part VII of the Criminal Justice Act 1994 to take account of the Convention and its Protocols.  Part VII of the 1994 Act makes provision for international co-operation in respect of certain criminal law enforcement procedures.  This section briefly outlines some of the proposed amendments to the Criminal Justice Act 1994 contained in the Heads of Bill.  Again sharing of evidence has the potential to engage the protection of respect for private life under Article 8 of the ECHR.
5.1
Provisions of the proposed Bill

Head 9 deals with external confiscation orders, and re-enacts section 46 of the Criminal Justice Act 1994 with the exception of subsections (6) and (8) of the 1994 Act which will be provided for in primary legislation under the proposed Bill.  Under section 46 of the 1994 Act the Irish authorities can co-operate with judicial authorities outside the State to enforce a confiscation order in respect of property or proceeds associated with drug-trafficking or any other criminal offence for which a person has been convicted on indictment.  The confiscation co-operation order procedure is triggered by the making of an external confiscation order by a court in a designated country.  This must be followed by an application to the High Court by or on behalf of that country, with the consent of the Minister for Justice, Equality and Law Reform for the making of a corresponding confiscation order.  The High Court can make the order where it is satisfied that the external confiscation order is in force and is not subject to appeal at the time it is making the order, and where it is of the opinion that the making of the order would not be contrary to the interests of justice.  
Head 10 deals with external forfeiture orders and re-enacts section 47 of the 1994 Act with a minor drafting amendment.  A forfeiture order can be issued where a person is convicted of an offence and the court is satisfied that any property which has been lawfully seized from his or her possession or control at the time of the apprehension or summons has been used for the purpose of facilitating the commission of any offence, or was intended by him or her to be used for that purpose.  Similar to the confiscation co-operation order the forfeiture co-operation order must be made by a court in a designated country.  This must be followed by an application to the High Court by or on behalf of the government of that country with the consent of the Minister for Justice, Equality and Law Reform for the making of a corresponding forfeiture co-operation order.   
Head 12 deals with the service of a summons in Ireland which has been issued in another state, and re-enacts section 49 of the 1994 Act with amendments to take account of Article 5 of the Convention of Mutual Assistance in Criminal Matters.  Article 5 of the Convention deals with the sending and service of procedural documents that relate to requests for mutual assistance.  Head 13 deals with the service of a summons issued in Ireland in another state and re-enacts section 50 of the 1994 Act with further amendments to take account of Article 5 of the Convention. 

Head 14 deals with the taking of evidence in Ireland for use outside the State, and re-enacts section 51 of the 1994.  This Head also provides for additional amendments to take account of various articles of the Convention 2000.  Under section 51 the Minister can nominate a judge of the district Court to receive evidence in this State for use in criminal proceedings in another country or territory which makes a request in this regard.  The request must be for assistance in obtaining evidence in this State in connection with criminal proceedings that have been instituted, or a criminal investigation that is being carried on in the requesting State.  If the Minister is satisfied that an offence under the law of that country has been committed, or that there are reasonable grounds for suspecting that it has been committed he may nominate a judge of the district court to receive the evidence requested which appears to the judge to be appropriate in order to give effect to the request.  The Minister is prohibited from exercising this power unless provision is made by the law of the country that evidence that may be furnished in response to the request will not, without his consent, be used for any purpose other than that specified in the request.  
Head 15 which deals with obtaining evidence outside Ireland for use in proceedings in Ireland re-enacts section 52 of the 1994 Act and makes its provisions gender neutral.  Section 52 provides that the DPP may apply to a judge of any court for the issue of a letter of request for assistance to obtain evidence outside the State for use in criminal proceedings or an investigation.  If it appears to the judge that an offence has been committed, or that there are reasonable grounds for suspecting that it has been committed and that an investigation or proceedings have been commenced with respect to the offence, he or she may issue the request specifying the evidence to be obtained.  The Minister upon receipt of the request is required to send it to the specified court or tribunal exercising jurisdiction, or to any authority recognised by the government of the country as the appropriate authority for receiving requests of this kind.  The evidence obtained pursuant to a letter of request cannot be used for any purpose other than that specified in the letter, except with the consent of the authority which took the evidence.  A statement of evidence taken from a witness in another country is admissible as evidence in the associated proceedings in Ireland if it is certified by or on behalf of the court, tribunal or authority by which it was taken to be a true and accurate statement of the evidence taken. 
Head 16 deals with the transfer of prisoners in the State to give evidence or assist investigations outside the State.  This Head re-enacts section 53 of the 1994 Act with a number of amendments to take account of Article 9 of the Convention of Mutual Assistance in Criminal Matters.  Head 17 deals with the transfer of prisoners outside the State to give evidence or assist investigations in the State.  This Head re-enacts in amended form section 54 of the 1994 Act. 

Head 18 deals with the search for material relevant to an investigation outside the State.  This Head re-enacts section 55 of the 1994 Act with a number of additional amendments.  Section 55 of the 1994 Act empowers a judge of the District Court to issue a warrant for the search and seizure of evidence in this State required for the purpose of criminal proceedings in another state.  This power can only be exercised pursuant to a direction from the Minister for Justice, Equality and Law Reform in response to a request which he or she has received from the government of a designated country.  In accordance with subsection 10, the Minister is prohibited from giving a direction unless provision is made by the law of the country or by arrangement with the appropriate authority that any evidence that may be furnished in response to the request will not, without his consent, be used for any other purpose other than that specified in the request and that when such evidence is no longer required for that purpose it will be returned to him or her by the court, tribunal or authority that made the request.  Upon receiving an application for a search warrant the judge may issue the warrant where he or she is satisfied that there are reasonable grounds for believing that an offence under the law of a designated country has been committed, and that he would have the power to issue a search warrant in relation to any place if the conduct constituting the offence has been committed in Ireland.  

5.2
Issues of concern to the IHRC
(i)
Section 52 of the Criminal Justice Act 1994 does not require the court in Ireland to be satisfied that the conditions under which a witness statement was taken outside of Ireland provide sufficient indications of trustworthiness.  Moreover, the 1994 Act does not require the court in Ireland to ensure that the witness who made the statement in another country should attend and be cross-examined in the Irish court.  The IHRC recalls that the Supreme Court has stated that an essential ingredient in the concept of fair procedures that is required under Article 38.1 of the Constitution is that an accused person should have the opportunity to “hear and test by examination the evidence offered by or on behalf of his accuser”.
    The IHRC is of the view that a statement taken outside the jurisdiction should not be admissible unless the court can also secure the attendance of that witness.
(ii)
Section 51 and section 55 of the Criminal Justice Act 1994 prohibit the Minister for Justice from making a direction under these sections unless provision is made by the law of the country that evidence that may be furnished in response to the request will not, without the Minister’s consent, be used for any purpose other than that specified in the request.  The IHRC notes that these provisions grant the Minister discretion to consent to the use of evidence that was gathered in Ireland outside the State for purposes other than those specified in the original request for assistance.
6.
Agreements between the European Union and the United 
States of America on extradition and mutual legal assistance in 
criminal matters

6.1
Provisions of the proposed Bill

Schedule 6 of the Heads of Bill contains the Council Decision of 6th June 2003 concerning the signature of the Agreements between the European Union and the United States on extradition and mutual legal assistance in criminal matters.  Schedule 6 contains the text of the Agreement on mutual legal assistance between the EU and the US.  The only reference made to the Agreement on mutual assistance in the text of the Heads of Bill is contained in Head 5 which states that in the operation of the Agreement between the EU and the US the Data Protection Acts 1988 and 2002 will apply and have effect with any necessary modifications to the collection, processing, keeping, use or disclosure of personal data.
The IHRC is of the view that it is essential to ensure that a high level of data protection is required as a condition for the provision of information to the US authorities given that the different systems of protecting data between in place in the US.  Article 9 of the Agreement contains some data protection safeguards and provides generally that the requested state may impose additional conditions in a particular case where the particular request for assistance could not be complied with in the absence of such conditions.  However, no reference is made to specific data protection instruments such as the 1981 Council of Europe Data Protection Convention, the data protection Directive or the EU Charter of Fundamental Rights.  In addition, Article 9(2)(b) states:

“Generic restrictions with respect to the legal standards of the requesting State for processing personal data may not be imposed by the requested State as a condition under subparagraph (a) to providing evidence or information”.      

6.2
Issues of concern to the IHRC

(i)
The IHRC recommends that the Heads of Bill should outline in clearer terms how the requirements of the Data Protection Acts 1988 and 2002 will be applied and complied with following a request for mutual assistance from the US authorities. 
(ii)
In addition, unlike the Agreement on extradition the Agreement on mutual legal assistance does not contain a specific provision that deals with death penalty cases in the US.  In line with the prohibition of the death penalty under Irish law and under Protocol 6 to the ECHR, the IHRC is of the view that it should be clearly stated in the proposed legislation whether mutual legal assistance will be provided to the US for the investigation of cases that may involve the imposition of the death penalty.  
(iii)
Article 4(1)(b) of the mutual legal assistance Agreement provides for mutual legal assistance for the purpose of identifying information regarding natural or legal persons convicted “or otherwise involved in a criminal offence”, information in the possession of “non-bank financial institutions” or “financial transactions unrelated to accounts”.  The IHRC recommends that broadly defined and vague terms should be clarified.  
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